Kareeberg Municipality
INFORMATION

TECHNOLOGY POLICY

The Kareeberg Municipality is committed to protecting its interests by ensuring that its information, information processing systems and IT equipment are used in an appropriate manner. 

The objectives of this policy are:
• 
To promote the professional, ethical, lawful and productive use of the Kareeberg Municipality information systems;
• 
To define and prohibit unacceptable use of the Kareeberg Municipality 

Information systems;
• 
To educate users about their Information Security responsibilities;
• 
To describe where, when and why monitoring may take place;
• 
To outline disciplinary procedures;
•
To restrict physical access to organisational data;

•
To maintain secure systems;

•
To maintain secure applications;

The provision of accurate, reliable information to authorised recipients is essential and ensures preservation of vital records.  Organisations are increasingly dependent on the accuracy, availability and accessibility of information stored electronically.  The computing and networking resources which store, process and transmit electronic information, is of vital importance.  The integrity of data could be compromised if the processes are not done correctly.
Relevant definitions

Availability means the capacity of information systems to be: (i) accessible and useable when required, and (ii) able to resist attacks and recover from failures;

Confidentiality means the principle of protecting information and preventing its disclosure to anyone other than those who have a right, and need, to know;

Information lifecycle means the series of stages in the life of information from inception to archiving or disposal;

Information system means any organisational telecommunications and/or computer related equipment used in the acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission or reception of voice and/or data;

Integrity means a standard of performance that guarantees information is created, amended or deleted only by the intended authorised means;

Security classification means the process of assigning value to data in order to manage it according to its sensitivity to loss or disclosure;

High risk information refers to information assets for which there are legal requirements preventing disclosure or financial penalties for disclosure.  Payroll, personnel and financial information are in this class, because of privacy requirements;

Public information is information that may be freely disseminated;

Passive information gathering use the techniques used to uncover leaked information and these techniques form a vital role in any quality penetration test or security assessment;

Transitory records are those created by officials, but are not required by the organisation, to control, support or document the delivery of services, or to carry out operations, or to make decisions.  These records are required by officials for a limited period to facilitate the completion of routine actions or to prepare a subsequent record required by the organisation;

Principle of least privilege is to grant only those privileged that are required; 

Kareeberg Municipality

Information Technology Policy

1.
Information Security within Kareeberg Municipality 

Kareeberg Municipality has implemented an Information Technology Policy in order to manage and continually improve information security and ethical use of the systems. 

Information is an asset, which has a value and must be protected.   The systems that are used to generate this information must also be protected.  If there are any changes created or modified, the Head:  Finance  must be involved. If they are not created correctly, this may allow unwanted access to sensitive data by unauthorised users and viruses. 

Management should:

1.1
Clearly support all aspects of the information security programme;

1.2
Implement the information security programme as approved by the Municipal Manager;

1.3
Participate in assessing the effect of security issues on the financial institution and its business lines and processes;

1.4
Establish clear lines of responsibility and accountability for information security risk management decisions;

1.5
Define risk measurement definitions and criteria;

1.6
Establish acceptable levels of information security risks; and

1.7
Oversee risk mitigation activities;

To support integration, management should:

1.1
Ensure the security process is governed by organisational policies and practices which are consistently applied;

1.2
Require that data with similar criticality and sensitivity characteristics be protected consistently, regardless of where it resides in the organisation;

1.3
Enforce compliance with the security programme in a balanced and consistent manner throughout the organisation;

1.4
Co-ordinate an effective information security awareness programme throughout the municipality.
2. 
Assigned computers or laptops/notebooks of employee’s 

2.1
Your Computer is the property of the Kareeberg Municipality and has been set- up by the IT for use on Kareeberg Municipalities’ network. 

2.2
The Kareeberg Municipality reserves the right to: 

a.
 Audit your computer at any stage without prior warning. 

b. 
Change or remove parts from your computer. 

c. 
Not backup any none work related files. 

2.3
All software on your computer is licensed. No other software may be installed 

unless needed for work purposes which your head of department 

needs a letter of motivation to give permission. 

2.4 
If permission is given to install new licensed software, only the Finance department 

may install it,  unless special permission is given from the Finance department. 
2.5
Things to do:
a.
Log off your user profile when you are away from your computer. 

b.
Save your work on the prescribed (drive C or D) drive to ensure your data will be backed 

c.
If you suspect tampering with your computers hardware, software or data, 

inform the Finance department immediately 

d.
Ensure that your computer is switch off at the end of the work day unless 

instructed otherwise. 

2.6
Things not to do 

a.
Do not allow anyone to use your computer when you are logon with your user name and password. 

b.
Do not share you computer or work system user name or password. This is a serious security risk. 

c.
Never connect any new hardware (like cellphones, personal flash drives or external hard drives) unless approved by the Finance department.
d.
Do not disable or remove software on your computer 

e. 
Programmes that should not be installed on your computer: 




a. 
Games 

b. 
Music download software i.e. iTunes from iPods 

c.
MSN messenger, Yahoo messenger or other messaging software 
(approved e-mail software:  outlook, outlook express, incredimail and g-mail)
d.
Software that claims to remove spyware or viruses, unless approved by the Head:  Finance. 
3.
Portable Devices
3.1
You are responsible for the security of the portable device that has been 

issued to you or signed out in your name. 

3.2
The term portable device covers the following: 

a.
Laptops or table PC’s

b. 
PDA’s (Personal Digital Assistant or Pocket PC) or cell phones 

c. 
Projectors, video cameras or digital cameras 

d. 
Voice recorders 

e. 
Flash drives 

f. 
And all the accessories that accompany these devices 
3.3 Ensure that you have back-ups of all data. 
3.4
Things to do

a.
Back up your work to your recommended drive or device 

b.
Always consider the fact that portable devices are at high risk of being 

stolen. 

c.
Be sure not to spill any liquid on the device 

3.5
Things not to do 

a.
Do not leave the portable device in an unattended or in an unsecured area 

unless absolutely necessary. 

b.
Never connect the portable device to an in secured  network or wireless 

network. This could bring data theft and identity fraud. 

c.
Never connect the portable device to a suspect power outlet. This may cause 

damage to the hardware and you could possible lose any data that has not 

been backed-up. 
4.
Your Password 

4.1
You have the right to a system password. This is to prevent any person from 

breaking this policy while using your computer. 

4.2
You can change your password when ever you like. If you do not know how 

speak to the Finance department for help. 

4.3
Things to do 

4.3.1
Set a password and make it more secured  by using some or all of the 

following techniques: 

•
Create a password with at least 6 characters 

•
 Include numbers in a alpha (letters) password 

•
 Include letters in a numeric password 

4.4
Things not to do 

4.4.1
Avoid using any weak passwords, such as: 

a.
The name of a family member 

b.
The name of your pet 

c.
Your sports team 

d.   
Do not disclose your password to anyone. 

5.
Information Technology Assets 

5.1
Assets are regarded as all hardware such as: 

a.
Printers 

b.
Computer Screens 

c. 
Computer Cases 

d. 
Keyboards and mice 

e. 
Any other hardware IT 

5.2
All these have the municipality bar codes. All assets are recorded and associated to the room they are in. 
5.3
If any user encounters any problems with any IT equipment. Report it to the 

Finance department immediately. 

5.4
Only the Finance department may open IT equipment to repair or replace components and parts. 
5.5
Things to do 

a. 
Before you move any assets, consult the Finance department.
b.
Inform Finance department when the assets needs  to be moved. Give adequate time for planning the move. 

c.
Record the relevant bar codes for each asset, the room number they are in 

and the room number they are going to be moved to. 

d. 
You as the user of the asset must give the information gathered to the Finance Department.
 
5.6
Things not to do 

a.
Do not move assets out of an office without informing the: 

b.
Head of department.
c. 
Head:  Finance  

d. 
Do not remove any bar codes off assets. If the bar code is damaged inform 

the Finance department. 

e. 
Do not open, replace, repair or remove components from any IT equipment 

yourself. You may create more damage to faulty equipment. 

f. 
Do not abuse any IT asset. Excessive physical abuse to any asset may result 

in the asset being taken away or you may be banned from using it. 

6.
Email 

6.1
The municipality email system is provided for business use only.
6.2
Email facilities maybe provided to employees if such facilities are needed  for 

the  performing of the duties. 

6.3 Fax to email services is may be used as well.

6.4
Things to do 

a.
Use the same care typing an email as you would when writing an official 

letter or memo on the municipality letterhead. (approval from Municipal Manager first)
b.
Make sure that the addresses you have on the email are only to the people 

that need to read it. 

c.
Clear out old and unwanted email from your inbox and deleted items. 


6.5
Things not to do 

a.
Do not circulate non work email. 



b.
Do not disclose any information about work colleagues that you would 

object to being disclosed about yourself. 

7.
Web Access 

7.1
Internet facilities may only be used for business. 

7.2
Things to do 

Inform the Finance department if any business related websites are blocked. 

7.3
Things not to do 

a.
Do not view or download any images containing but not limited to: 

*
Nudity 

*
Sex 

*
Racial and political discrimination 

*
Movies, trailers or any clips 

*
Anything that is not work related. 



b.
Do not download: 

*
Or any software not related to municipal work 

8.
Monitoring 

8.1
The municipality owns the companies information systems 

and any information that resides on them. It reserves the right to monitor 

any company system at any time. 

8.2
With monitoring the municipality will: 

a.
Protect its reputation 

b. 
Ensure that the policy is up held 

c. 
Protect its employees from doing anything illegal knowingly or 

unknowingly through the IT systems 

9.
Enforcement 

9.1
Breach of this policy will invoke the companies’ disciplinary process. 

9.2
Where all the necessary hardware, software and policies are in place serious or persistent breaches may constitute gross misconduct.
10.
Acceptance 


This policy approved by council and be communicated to all employees. 
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