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1. DEFINITIONS

· User: Any person who has access to stand-alone computer or networked computer
· Password: Is secret word only known to the user, the secret word should follow good password guideline for authentication purposes.
· Devices: Any computer or printer that need authentication.
· User Account: is an authentication method that consists of the username and password.
· Application: Is an software program that is designed for or bought for users for business operation.


2. THE PURPOSE/OBJECTIVE OF THE POLICY


The purpose of this Guideline is to educate Kareeberg Municipality computer users on the characteristics of a Strong Password as well as to provide recommendations on how to securely maintain and manage passwords.
3. SCOPE

This policy applies to all users of IT facilities in relation to; 

· The use of computing devices 

· IT facilities owned, leased, hire or otherwise provided by the Kareeberg Municipality, connected directly or remotely to the  network or IT facilities, or used on the institution's premises, or individuals connecting their equipment to the network i.e. personal laptops

4. GUIDELINES
The following are general recommendations for creating a Strong Password:

A Strong Password should -

· Be at least 7 characters in length

· Contain both upper and lowercase alphabetic characters (e.g. A-Z, a-z)

· Have at least one numerical character (e.g. 0-9)

· Have at least one special character (e.g. ~!@#$%^&*()_-+=)

A Strong Password should not -

· Be based on any personal information such as user id, family name, pet, birthday, etc.

The following are several recommendations for maintaining a Strong Password:

· Do not share your password with anyone for any reason 

· Change your password periodically 

· Do not write your password down or store it in an insecure manner 

· Avoid reusing a password 

· Avoid using the same password for multiple accounts 
5. IMPLIMENTING OF USER ACCOUNT MANAGEMENT

· 
a single user access form is developed, promulgated and implemented for all applications 
      in use at the municipality. Therefore all access requests for all users must be managed via   

      this process.

· Users who sign on to any application must have their own user-id allocated to them.

· Access allocation for new users, changes to existing user access and how to deal with 

      resignations, terminations and retired staff should be clearly documented and managed. 
      Timeframe for notifying dependant sectional staff should also be documented.

· all completed user access forms should contain the following minimum required information:

· Requesting user name and signature

· Heads of Departments authenticated signature and name.

· Date, systems and functions requested,

· Date request loaded and activated on the requested system(s) and 

        application(s). 

· Application type: new, change, deletion.

· Access allocation of users who are on extended leave as well as those who will perform 

      the leave takers duty should be defined and regulated; especially regarding the period  

      after the leave-taker returns, and the subsequent user-access activity regarding the reset of 
      the leave-takers profile and his/her functional replacement.

· All password resets should be managed and controlled via the help desk function of the service provider. All password resets should include a conclusive means to determine that the requestor is indeed the person for whom the password reset is requested.

· The application and system administrators are strongly advised to:

· Retain a copy of all user access request forms for validation through audit processes.

· Retain evidence of user function reviews.

· Ensure that all applications in use are able to produce a report on or show who has been allocated application administrator and user rights.

· Evidence is retained showing regular review of the application administrator’s activities. 

· All systems must have the ‘invalid password retry’ facility set to a maximum of three attempts, where-after the user-id should be indefinitely suspended, until the helpdesk is contacted to unlock the account.

· No administrator should have access rights to both administer as well as regulate the security function of any system or application.
6. PROCEDURES TO FOLLOW WHEN REQUESTING A PASSWORD RESET

· Request a form from
· Fill the form clearly stating a request for password reset

· Submit the form to the I T service provider.
7. PASSWORD TO CHANGE ON NEXT LOGON
· Contact user to inform him/her that password has been reset 

· Confirm successfully reset with user.

· Sign off and file form 
8. PROCEDURES TO FOLLOW WHEN USER RESIGNS

· HR notifies I T service provider of intended exit of user from the organization with a signed exit form from HOD Manager

· I T service provider mark the day on calendar for disable of account

· File exit form
9. PROCEDURE FINANCIAL SYSTEM
· All requests (resetting of passwords, etc) must be in written format on the approved request form. No request will be accepted via telephone or e-mail. 
· All relevant fields on request form must be completed before submission.

· The request form must be signed by the applicant, their immediate supervisor and by either the HOD Finance or Senior Accountant
10. EFFECTIVE DATE
This policy will be effective after council approval.
11. ANNEXURE A


         PASSWORD CHANGE/RESET REQUEST FORM


[image: image1]
USER DETAILS

Name: __________________

Surname: ________________

Nature of Request_______________________________________________________

Signature ________________



Date __________________

TECHNICIAN DETAILS
Name: __________________




Date __________________

Surname: ________________



Signature ______________

.

 APPROVAL


   NETWORK EXIT FORM
Information Technology

KAREEBERG
 MUNICIPALITY

[image: image2]










Request Number: 





Date: 


[image: image3]
User Details

Username: _____________________



Disable Acc


User E – Mail: __________________

Extension Number: ______________



Delete Acc

Signature_______________________

Verified by HR






Date










Verified by I.T 






Date


12. ANNEXURE B

AFRI-RAAD USER REQUEST FORM

APPLICANT

1. Name:_____________________________________________________

2. Signature___________________________________________________

3. System User name:___________________________________________

4. Department:_________________________________________________

5. Date:___________________

6. Please indicate type of request: 

Reset password 


[image: image4.wmf]


User Access

[image: image5.wmf]  

Logging of call to help desk 

[image: image6.wmf]


Other


[image: image7.wmf]
Follow up on previous request
[image: image8.wmf]


(Request No_______________)

7. Motivation/reason for request:

_________________________________________________________________
_________________________________________________________________
_________________________________________________________________

_________________________________________________________________

8. Should functions be:  

ADDED
[image: image9.wmf]


REMOVED
[image: image10.wmf]

AMENDED    [image: image11.wmf]
9. Please list functions and short description of each function: 
(e.g. GS660 - Trial Balance Worksheet - Actual Expenditure)

________________________________________________________________

________________________________________________________________

________________________________________________________________

________________________________________________________________
SUPERVISOR

10. Supervisor name:____________________________________________
11. Date:______________________________________________________

12. Motivation/reason for granting request:

________________________________________________________________

________________________________________________________________

________________________________________________________________

________________________________________________________________

13. User name of applicant verified: YES/NO
14. Signature:__________________________________________________

15. FINAL APPROVAL

_____________________________



__________________________
Date:_________________________


Date:____________________________
16. SYSTEM ADMINISTRATOR:

Name: ___________________________________________________________________
Date Received: ____________________________________________________________

Request No: ______________________________________________________________

Signature:_________________________________________________________________
Date Completed:

Signature:
Please note that the SIGNED ORIGINAL form must be submitted to the System Administrator and a COPY should be submitted to the Chief Financial Officer by the applicant.

 No request will be processed without ALL the relevant signatures.

Request will be processed within two (2) working days.

13. ANNEXURE B

AFRI-RAAD USER REQUEST FORM

APPLICANT

17. Name:_____________________________________________________

18. Signature___________________________________________________

19. System User name:___________________________________________

20. Department:_________________________________________________

21. Date:___________________

22. Please indicate type of request: 

Reset password 
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User Access

[image: image13.wmf]  

Logging of call to help desk 

[image: image14.wmf]


Other


[image: image15.wmf]
Follow up on previous request
[image: image16.wmf]


(Request No_______________)

23. Motivation/reason for request:

_________________________________________________________________
_________________________________________________________________
_________________________________________________________________

_________________________________________________________________

24. Should functions be:  

ADDED
[image: image17.wmf]


REMOVED
[image: image18.wmf]

AMENDED    [image: image19.wmf]
25. Please list functions and short description of each function: 
(e.g. GS660 - Trial Balance Worksheet - Actual Expenditure)

________________________________________________________________

________________________________________________________________

________________________________________________________________

________________________________________________________________
SUPERVISOR

26. Supervisor name:____________________________________________
27. Date:______________________________________________________

28. Motivation/reason for granting request:

________________________________________________________________

________________________________________________________________

________________________________________________________________

________________________________________________________________

29. User name of applicant verified: YES/NO
30. Signature:__________________________________________________

31. FINAL APPROVAL

_____________________________



__________________________
Date:_________________________


Date:____________________________
32. SYSTEM ADMINISTRATOR:

Name: ___________________________________________________________________
Date Received: ____________________________________________________________

Request No: ______________________________________________________________

Signature:_________________________________________________________________
Date Completed:

Signature:
Please note that the SIGNED ORIGINAL form must be submitted to the System Administrator and a COPY should be submitted to the Chief Financial Officer by the applicant.

 No request will be processed without ALL the relevant signatures.

Request will be processed within two (2) working days.

14. ANNEXURE D
EXCEL USER REQUEST FORM

APPLICANT

33. Name:_____________________________________________________

34. Signature___________________________________________________

35. System User name:___________________________________________

36. Department:_________________________________________________

37. Date:___________________

38. Please indicate type of request: 

Reset password 
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User Access

[image: image21.wmf]  

Logging of call to help desk 

[image: image22.wmf]


Other
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Follow up on previous request
[image: image24.wmf]


(Request No_______________)

39. Motivation/reason for request:

_________________________________________________________________
_________________________________________________________________
_________________________________________________________________

_________________________________________________________________

40. Should functions be:  

ADDED
[image: image25.wmf]


REMOVED
[image: image26.wmf]

AMENDED    [image: image27.wmf]
41. Please list functions and short description of each function: 
(e.g. GS660 - Trial Balance Worksheet - Actual Expenditure)

________________________________________________________________

________________________________________________________________

________________________________________________________________

________________________________________________________________
SUPERVISOR

42. Supervisor name:____________________________________________
43. Date:______________________________________________________

44. Motivation/reason for granting request:

________________________________________________________________

________________________________________________________________

________________________________________________________________

________________________________________________________________

45. User name of applicant verified: YES/NO
46. Signature:__________________________________________________

47. FINAL APPROVAL

_____________________________



__________________________
Date:_________________________


Date:____________________________
48. SYSTEM ADMINISTRATOR:

Name: ___________________________________________________________________
Date Received: ____________________________________________________________

Request No: ______________________________________________________________

Signature:_________________________________________________________________
Date Completed:

Signature:
Please note that the SIGNED ORIGINAL form must be submitted to the System Administrator and a COPY should be submitted to the Chief Financial Officer by the applicant.

 No request will be processed without ALL the relevant signatures.

Request will be processed within two (2) working days.

15. ANNEXURE E
CONLOG USER REQUEST FORM

APPLICANT

49. Name:_____________________________________________________

50. Signature___________________________________________________

51. System User name:___________________________________________

52. Department:_________________________________________________

53. Date:___________________

54. Please indicate type of request: 

Reset password 


[image: image28.wmf]


User Access

[image: image29.wmf]  

Logging of call to help desk 
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Other
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Follow up on previous request
[image: image32.wmf]


(Request No_______________)

55. Motivation/reason for request:

_________________________________________________________________
_________________________________________________________________
_________________________________________________________________

_________________________________________________________________

56. Should functions be:  

ADDED
[image: image33.wmf]


REMOVED
[image: image34.wmf]

AMENDED    [image: image35.wmf]
57. Please list functions and short description of each function: 
(e.g. GS660 - Trial Balance Worksheet - Actual Expenditure)

________________________________________________________________

________________________________________________________________

________________________________________________________________

________________________________________________________________
SUPERVISOR

58. Supervisor name:____________________________________________
59. Date:______________________________________________________

60. Motivation/reason for granting request:

________________________________________________________________

________________________________________________________________

________________________________________________________________

________________________________________________________________

61. User name of applicant verified: YES/NO
62. Signature:__________________________________________________

63. FINAL APPROVAL

_____________________________



__________________________
Date:_________________________


Date:____________________________
64. SYSTEM ADMINISTRATOR:

Name: ___________________________________________________________________
Date Received: ____________________________________________________________

Request No: ______________________________________________________________

Signature:_________________________________________________________________
Accepted Council meeting:  20 June 2017
Please note that the SIGNED ORIGINAL form must be submitted to the System Administrator and a COPY should be submitted to the Chief Financial Officer by the applicant.

 No request will be processed without ALL the relevant signatures.

Request will be processed within two (2) working days.

KAREEBERG 


MUNICIPALITY








PASSWORD CHANGE REQUEST FORM











Authorized By _______________________________________


HOD in the case of an official 


Municipal Manager in the case of an HOD








IT EXIT FORM





NO





YES





YES





NO








Authorized By _______________________________________


HOD in the case of an official 


Municipal Manager in the case of an HOD
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